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ABSTRACT : Today security is very important parameter to communicate between other peoples. Now a days we observe sometimes hacking
the information like passwords, bank account numbers etc. so, we provide security between end to end process. This security can be achieved by
using of testing methods. The traditional testing methods are good at detects only random faults, but they do not good to secure all types of
attacks. In this paper design an Logic Built In Self Test (LBIST) to detect the faults. Here, we use feedback shift register based cryptographic
system. Cryptographic systems are used to secure the confidential information between end to end communication by using Advanced Encryption
Standard (AES Crypto Core ) algorithm. Linear feedback shift register is used to generate all the possible test patterns and patterns are verified by
LBIST. This project can be extended to replace the linear feedback shift register by Bit Swapping LFSR(BS LFSR). In BS LFSR, uses
Multiplexer(MUX) circuit to generate the test patterns simply by swap the bits depends on selection line. This BS LFSR technique decreases
power consumption by 25 to 50%.
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bit swapping LFSR is implemented. The block diagram of
I.LINTRODUCTION the presented method is shown in figure 1.
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of transistors. High power consumption causes circuit
damage and reduces the life time of the product.

Several techniques have been developed to reduce the power
consumption. One of the direct technique to reduce average 2.1 LFSR

power consumptlor! is by running the test _at a s_lower LFSR is used to generate all the possible test patterns
frequency than that in normal mode. This technique fails the depends on the initial input sequence and tap connection. In
reducing peak power consumption because it is independent g haner design an 128 bit LFSR to generate all the 128 bit
of clock frequency and also increases the time. . input combinations. LFSR is a linear feedback shift register
Another technique is used to reduce the power consumption  \yhose input bit is a linear function of previous function that
in LFSR based BIST technique is replaced the normal LFSR  contains the signal through the register from one bit to the

with bit swapping LFSR. By using bit swapping LFSR  next most significant bit when the clock is applied.
technique which reduces the number of transitions that leads

to decreases power and time.

Feedback Shift Register (FSR) based cryptographic
systems are the fastest and the efficient cryptographic
systems for hardware applications.

Many cryptographic algorithms were proposed, D Q—D Q—|D Q—/ D Q
such as the Data Encryption Standard (DES), the Elliptic
Curve Cryptography (ECC), the Advanced Encryption

Figure 1: Block diagram of presented method

Standard (AES). Here the implementation of AES algorithm 0 1 2 3

with LBIST is presented to increase the data transfer speed Clock

and security. The power optimization for the circuit is ] ] )

attained through bit swapping technique used in the circuit Figure 2: Diagram of Test Pattern generator using LFSR

results in less time. It can be made simple by performing exclusive-OR gate
operation on the outputs of two or more of the flip flops. The

11.PROPOSED WORK output of exclusive-OR gate is fed back to the input of the

In this paper the design of Logic Built-In Self-Test one of the flip flop. The main drawback of LFSR_ is which
(LBIST) for Linear Feedback Shift Register (LFSR) generates pseudo random patterns that leads to high power
based cryptographic system(AES crypto core) by using
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dissipation and high switching activities in Circuit Under
Test(CUT).

A maximal-length LFSR produces the maximum number of
possible patterns and has a pattern count equal to 2" — 1,
where n is the number of register elements in the LFSR.

2.2 AES CRYPTO CORE

The AES crypto core algorithm mainly consists of
encryption process, key generation and decryption processes
that are explained in the following subsections.

2.2.1AES ENCRYPTION

Encryption is the process of converting information
from one from to another form. The original message in the
encryption process is called the plain text while the
scrambled data i.e converting data, after the encryption is
called the cipher text. The plain text can be recovered from
the cipher text with a decryption process using a key. The
algorithm that can perform encryption and decryption is
called a cipher.

The AES encryption algorithm converts plain text
into cipher text by using an encryption key and consists of
several rounds of encryption operation. The AES converts a
block of 128 bit plain text into a 128 bit cipher text with the
help of a 128 bit secret key. After a first XOR operation
between key and the plaintext, the algorithm consists in
several rounds: 10, 12 or 14 rounds according to the key
length 128, 192 or 256 bits. Every round except the last one is
composed of four operations. 1.Sub bytes 2.Shift rows 3.Mix
columns 4. Add round key The structure of AES encryption
is shown in figure 3.
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Figure 3: AES encryption structure

2.2.2 AES KEY GENERATION:

The key generation process is used to describe the
operation of generating all round keys from the original input
key. The initial round key will be obtained from the original
key in case of encryption and the last group of the generated
expansion keys uses in case of decryption[6]. The Round
CONstant(RCON) value changes for each individual round.
The AES key generation structure is shown in figure 4.
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Figure 4: AES key generation structure

2.2.3 AES DECRYPTION

AES decryption is inverse operation of the
encryption. AES decryption process converts cipher text into
plain text(original message). As shown in figure 5, the state
vector goes through mathematical functions and the resultant
is the plain text which was given as input to the AES
encryption.

The process is nearly identical to the encryption
counterpart, except that the rotation is towards right and the
Inverse S-Box is used for substitution and for the Inverse
mix columns operation, the difference is the multiplication
matrix, which is inverse of the matrix mentioned in
encryption.  In the last round, Inverse mix column
transformation is not done and the output of Inverse add
round key of last stage is taken as the decrypted data. The
structure of AES decryption is shown in figure 5.
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Figure 5: AES decryption structure

2.3 LBIST

BIST is an better solution for testing problems and detects
the faults. Testing is faster and efficient because circuit is
built into hardware. It consists of several blocks.
1.Circuit Under Test (CUT): It can be combinational or
sequential circuit to be tested.
2.Test Pattern Generator (TPG): It generates test patterns for
CUT.
3.Test controller: It controls the execution of the test. If the
signal from the test controller is 0, then the BIST is said to be
in test mode otherwise it is said to be in normal mode.
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4.ROM: It stores the signature which is compared with CUT
output.

5.Response Analyzer: It compares the test output with the
stored signature. If the output matches then the CUT is non
faulty otherwise it is faulty circuit. The block diagram of
basic BIST circuit is shown in below figure.
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Figure 6: BIST basic block diagram

2.4 BIT SWAPPING LFSR:

The presented method can be extended by using bit swapping
LFSR .Bit Swapping LFSR is a modified type of
conventional LFSR which generate test patterns with less
transitions. It reduces the average power dissipated by CUT.
The power consumption of CUT depends on internal
reduction of switching. BS LFSR reduces average and
instantaneous switching activity. Power consumption can be
reduced by several techniques. Direct techniques are not
efficient for peak power reduction and increases the test time.
BS LFSR reduces average and peak power dissipated by
CUT, compared to other techniques. The general architecture
of bit swapping LFSR is shown in below figure 7.
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Figure 7: General architecture of Bit Swapping LFSR

Consider an n-bit length of LFSR. One of its outputs (last bit
i.e. nn bit) to be a selection line that will swap two
neighboring bits. If the value of selection line is set to O for
swapping and n is made odd (bit n=0), then bit 1 will be
swapped with bit 2, bit 3 is swapped with bit 4.....bit n-2 with
bit n-1. If n is made even (bit n=0), then bit will be swapped
with bit 2, bit 3 with bit 4...bit n-3 with bit n-2. If n=1, then
no swapping operation is performed. The number of
transitions is saved by using swapping arrangement. This BS
LFSR technique decreases power consumption by 25 to 50%.

11l RESULTS

This circuit is implemented by using VHDL as the
hardware description language. The software used for this
work is Xilinx ISE 13.1.

IO O i PO i O s A S PO s A i

s

e

™
B i )
L L
B ot b4
Tptus

gt

W 5 e
N gy |

1 a0 A O R e
g | | [
FIC B .

Figure 8: Simulation results of LBIST mode
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In figure 8 the simulation results of Built-In
Self-Test are shown when there is no fault i.e comparison
between the output of theoretical circuit and practical circuit
and performs the self test and indicates as 1 if fault is present
or else indicates as O if there is no fault. As the practical
circuit is fault free, the fault en(indication of fault at
encryption side) and fault de(indication of fault at decryption
side ) are both 0 indicating that the circuit is fault free.

POWER ANALYSIS

Power Analysis is done using Xilinx Power Analyzer. Power
is reduced by using bit swapping LFSR technique. Without
usingBi# Bwapping LFSR the power consumption for the
circuit is  0.174 W as shown in figure 9 and with using bit
swapping LFSR the power consumption for the circuit is
0.158W as shown in figure 10.
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Figure 9: Power report without using bit swapping LFSR
technique.

actvn T4 Max fnbsert Juncion Ter
£ [5] (5]

: =!
PRODOCTION  viJOG-2I08

Figure 10: Power report using bit swapping LFSR
Technique.
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IV CONCLUSION

LFSR are widely used in digital circuit to generate
test patterns and to compress the output sequences of the
CUT. This paper presented the design of a Bit Swapping
LFSR using VHDL which has the characteristics of low
power consumption and suitable in processing environment
where uniform distribution random numbers are required.
Results show that Bit-swapping LFSR reduce transition
states. Comparison between implemented BIST schemes by
normal LFSR and Bit-swapping LFSR show that
Bit-swapping LFSR can easily replace the normal LFSR for
better result. The experimental results on Xilinx tool shows
the effectiveness of proposed method and 25% reductions in
dynamic power with respect to the conventional LFSR
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